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l. Introduction

Before the widespread wuse of e-mail,
PowerPoint presentations, and shared file
servers,document preservationand production
was relatively straightforward. Lawyers
would develop a list of employees likely to
have responsive documents and physically
collect their documents from file cabinets, desk
drawers, and off-site storage. The documents
would then sit safely in a conference room,
war room, or a lawyer’s office until processed
for production.

Intoday’sdigitalworld, itisnotsoeasy. Millions
of “documents” now reside on computer
servers, voice mail systems, blackberries,
or back-up tapes that are distributed across
the enterprise or buried deep within its IT
infrastructure. These electronic documents
are managed by a team of IT employees who
may know little or nothing about discovery
obligations, spoliation of evidence, and
sanctions. And the documents themselves
are often constantly in transit, being moved
between servers in order to “load balance”
the system or backed up to tiny 8 millimeter
backup tapes that fit in your shirt pocket. In
short, responsive documents now have to be
tracked down like fugitives in a technological
maze, and they may, at any moment, be deleted
or altered in order to free up more space, reuse
a backup tape, or transition to a new system.

In this challenging environment, one would
think that the inadvertent destruction of an
electronic document or failure to locate an
electronic document would be excused by

the courts -- and it sometime is. But, more
and more, courts expect lawyers and clients
to understand the problems and pitfalls of
electronic documents and to engage in the
required manhunt to secure such documents
in the early stages of a case. And the stakes for
failing to secure these electronic documents
have gone up dramatically. In three recent
cases — Zubulake v. UBS Warburg LLC*, Mosaid
Technologies, Inc. v. Samsung Electronics Co.?,
and Coleman (Parent) Holdings v. Morgan Stanley
& Co., Inc.® - clients faced expensive and even
outcome determinative sanctions for failure
to locate, preserve, or produce electronic
documents resting deep within the client’s IT
systems.

For example, in 2004, a federal district court
in New Jersey forced Samsung to pay the
plaintiff $566,838 in sanctions and imposed
an adverse inference instruction in a patent
infringement case because Samsung failed to
suspend its regular e-mail deletion schedule.
The case ultimately settled. In that same
year, UBS Warburg (Europe’s largest bank)
was saddled with an adverse inference
jury instruction in the watershed Zubulake
employment discrimination case as a result
of its failure to preserve and produce e-mails
from backup tapes.®> The end result was a
$29 million jury verdict. And last year, in the
most dramatic turn yet, Morgan Stanley was
hit with a series of sanctions in a fraud suit
brought against it by Wall Street savant Ron
Perelman because the investment bank failed
to disclose adequate details regarding e-mail
backup tapes and produced e-mails late.* The

1. 229 FR.D. 422 (S.D.N.Y. 2004) (“Zubulake V).

2. 224 FR.D.595 (D.N.J.), aff'd in part by 348 F.Supp.2d 332 (D.N.J. 2004).

3. March 23, 2005 Order on CPH’s Renewed Motion for Entry of Default Judgment, No. 502003CA005045XXOCAI (15th Judicial Cir.,
Palm Beach County, Fla. (hereinafter “Morgan Stanley Order”) (a copy of the Morgan Stanley Order and an early sanctions order

in the case are attached as Appendices A and B respectively).

4. Mosaid Tech., 224 F.R.D. at 597-601.
5. Zubulake V, 229 F.R.D. at 425-26

6. Morgan Stanley Order at pp. 3-18. The court also revoked the pro hac vice admission of one of Morgan Stanley’s outside counsel

in the case. Morgan Stanley Order at p. 18.
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sanctions included a default on all liability
issues exceptreliance and damages, the reading
of plaintiff’s complaint to the jury as deemed
facts, and the reading of a statement from the
court regarding Morgan Stanley’s discovery
conduct in the punitive damages phase. Inthe
end, Perelman (one of the most sophisticated
investors on Wall Street, who was advised
by his own team of lawyers, accountants and
investment bankers in the transaction at issue)
received $1.4 billion in compensatory and
punitive damages on his claim that he was
defrauded by Morgan Stanley — the investment
banker for the other party to the transaction.’

In short, it is not enough for lawyers or clients
to cross their fingers and hope for the best when
it comes to electronic document preservation
and production. With some education about
IT systems and some practical, common
sense tactics, however, electronic document
production and preservation can be managed
in a way that complies with the discovery and
evidentiary obligations of both the client and
the lawyer.

Il.  Who is Responsible for Elec-
tronic Document Preservation
Throughout the Course of Liti-
gation — Lawyer or Client?

Theeasyandsafe (butstillsomewhatsurprising)
answer in a post-Zubulake world is that both
the lawyer and the client are responsible for
preserving electronic documents throughout the
course of litigation. In Zubulake, defense counsel
followed what was, at the time, afairly common

practice. They issued a litigation hold early
on in the case and spoke directly with certain
key players about preserving and producing
documents, including electronic information.®
In addition, UBS Warburg’s in-house lawyers
followed-up with subsequent reminders about
preserving relevant documents. Nevertheless,
when the client’s employees failed to comply
with the litigation hold notices and destroyed
relevant documents, the court faulted both the
lawyers and the client. Judge Scheindlin held
that in-house and outside counsel’s “discovery
obligations do notend with the implementation
of a ‘litigation hold’ — to the contrary, that’s
only the beginning. Counsel must oversee
compliance with the litigation hold, monitoring
the party’s efforts to retain and produce the
relevant documents.”® The potential scope
of a lawyer’s oversight responsibilities and
some recommendations for discharging that
responsibility are discussed in more detail
below.

I11. When Does the Duty to Preserve
Electronic Documents Attach
and to What Electronic Docu-
ments Does it Attach?

The duty to preserve electronic documents
attaches as soon as litigation is reasonably
anticipated.’ A demand or threat from a
plaintiff is an obvious triggering event, but
more subtle circumstances can also give rise to
a duty to preserve. For example, in Zubulake,
the court found that litigation was reasonably
anticipated as soon as a critical mass of

7. Even after obtaining this monumental jury verdict, Perelman’s lawyers continued to press for criminal contempt sanctions against
Morgan Stanley and its in-house counsel. The trial court conducted a hearing on the allegations and has not yet ruled on them.

8. Zubulake V, 229 F.R.D. at 425.
9. Id. at 432 (emphasis added).

10. Fujitsu Ltd. v. Fed. Express Corp., 247 F.3d 423, 436 (2d Cir. 2001); Silvestri v. Gen. Motors Corp., 271 F.3d 583, 591 (4th Cir. 2001) (“The
duty to preserve material evidence arises not only during litigation but also extends to that period before the litigation when a
party reasonably should know that the evidence may be relevant to anticipated litigation.”); Zubulake v. UBS Warburg LLC, 220
F.R.D. 212, 216 (S.D.N.Y. 2003) (“Zubulake IV”); Bridgestone/Firestone N. Am. Tire, LLC v. Campbell, 574 S.E.2d 923, 926 (Ga. Ct. App.

2002) .
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employees associated with the plaintiff thought
she mightsue.* Insituations like this, lawyers
may enter the case months after a preservation
obligation has already been triggered. That is
why it is essential to hit the ground running.

Once the duty to preserve is triggered:

The next question is: What is the scope of
the duty to preserve? Must a corporation,
upon recognizing the threat of litigation,
preserve every shred of paper, every e-mail
or electronic document, and every backup
tape? The answer is clearly, “no.” Such a
rule would cripple large corporations. . . that
are almost always involved in litigation.'?

Instead, a corporation need only preserve
unique, relevant evidence that would be useful
to its adversary.® The concepts of relevance
and usefulness before the issues in a case are
even framed, however, can be amorphous.
Therefore, caution suggests casting a relatively
wide net. The safest practice is to preserve
the current or “active” inbox, outbox, deleted
items, and other e-mail folders of the key
players involved in the potential litigation, as
well as any other electronic documents stored
on such individuals’ local computers or shared
file servers. This can often be done by making
an electronic “image” of each individual’s
computer as soon as the preservation
obligation is triggered. But simply imaging
the key players’ computers is not the end of
the road because these key players may later
generate additional relevant documents. In
order to preserve these subsequently created
documents, it may be necessary to make or
preserve periodic backups of the key players’
computers and clearly communicate in writing

to the key players that they are not to delete
electronic documents without first consulting
counsel.

The harder question is what to do about e-
mail backup tapes. The Sedona Conference’s
Working Group on Electronic Document
Retention and Production suggested in 2003
that preservation obligations not extend to
disaster recovery backup tapes (i.e., tapes that
are not used in day-to-day operations and are
difficult to index or search). In Zubulake IV,
Judge Scheindlin generally agreed with that
approach but also held that a party “must
suspend its routine document retention/
destruction policy” once the preservation
obligation is triggered and must save two
specific classes of backup tapes: (i) tapes that
are actively used for information retrieval; and
(i) tapes that are known to contain e-mail from
one of the key employees.*

The third and most difficult question is what
to do with production or operational systems
that may contain relevant information (e.g.,
accounting or billing systems). In many
instances, the information contained in these
systemsisregularly altered by newtransactions
or converted to summary data because of
the sheer volume of records and limits on
available storage space. When faced with
such a situation, one approach is to document
the burden and costs of retaining the records
and the utility of the information stored in the
records. If litigation has already commenced,
one potential strategy is to contact opposing
counsel or even the court to raise the burden
and costs of preservation and potential cost-
shifting to the opposing party.

11. Zubulake 1V, 220 F.R.D. at 216.

12. Zubulake 1V, 220 F.R.D. at 217; Cf. Concord Boat Corp. v. Brunswick Corp., No. LR-C-95-781, 1997 WL 33352759, at *4 (E.D. Ark. Aug.
29, 1997) (“to hold that a corporation is under a duty to preserve all e-mail potentially relevant to any future litigation would be
tantamount to holding that the corporation must preserve all e-mail . ... Such a proposition is not justified.”).

13. Id.
14. Zubulake IV, 220 F.R.D. at 218.
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IV. How Far Do | Have to Go in
Overseeing the Client’s Reten-
tion of Electronic Documents?

The short answer is that in-house and outside
counsel must take reasonable steps to ensure
that all potentially relevant evidence is
preserved. In Zubulake V, Judge Scheindlin
attempted to outline the contours of what
would constitute reasonable oversight. In
particular, she suggested that in-house and
outside counsel:

e Identify all sources of potentially
relevant information by “becom[ing]
fully familiar with [the] client’s
document retention policies, as well as
the client’s data retention architecture,
[by] . . . speaking with information
technology personnel, who can explain
system-wide backup procedures and
the actual (as opposed to theoretical)
implementation of the firm’s recycling
policy [and] communicat[ing] with
the ‘key players’ in the litigation in
order to understand how they stored
information;”

= Explain clearly to all of the key players
their document preservation and
production obligations;

= Issue a litigation hold notice as soon as
the preservation obligation is triggered;

= Reissue the litigation hold notice
periodically to make sure that new
employees are aware of it and that
it remains fresh in the minds of all
employees;

= Make sure thatelectronic copies of active
files and all backup media are identified
and stored in a safe place; and

< Makesurethatall responsive documents
are gathered from the key players and
then produced.®®

In setting out these steps, Judge Scheindlin
made it clear that the size of the client or the
dispute does not permit counsel to simply
throw up their hands. Instead, lawyers may
have to apply creative approaches like running
a system wide key word search and preserving
all documents that are “hits.”*

In evaluating the adequacy of a lawyer’s
oversight, other courts will likely agree with
Judge Scheindlin’s view that:

A lawyer cannot be obliged to monitor her
client like a parent watching achild. Atsome
point, the client must bear responsibility
for a failure to preserve. At the same time,
counsel is more conscious of the contours
of the preservation obligation; a party
cannot reasonably be trusted to receive
the ‘litigation hold’ instruction once and
to fully comply with it without the active
supervisions of counsel.!

V. Where Do | Start?

Because documents are deleted or overwritten
in corporations on an almost daily basis and
a lawyer may become involved in a case after
the client’s preservation obligation has already
been triggered, document preservation is an
important first task. Of course, the actual tasks
that the lawyer and client undertake in their
preservation efforts have to be calibrated to the
size of the dispute. In those instances where
the litigation involves a limited contractual
dispute with a customer or vendor over a
relatively modest sum, some of the steps
described below could amount to overkill. In
an important case, however, the steps set out

15. Zubulake V, 229 F.R.D. at 423-34.
16. Id. at 432.
17. Id. at 433.
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below constitute a “best practices” approach
designed to minimize exposure to serious
sanctions.

Attheveryoutsetofanewmatter,thekey players
should be identified quickly and interviewed
regarding the electronic documents under
their control and their personal system for
managing and filing electronic documents. In
addition, these key players should be advised
in writing and in person of their document
preservation obligations. A litigation hold
notice is a useful tool but clients often have their
own forms which are complicated to complete
and have to be approved before distribution.
In these situations, a well-crafted e-mail may
be a better and more timely vehicle for getting
the preservation effort started until the formal
litigation hold notice can be sent out. Finally,
to the extent possible, copies of the key player’s
electronic documents and any backup media
should be promptly segregated and preserved
in a secure location that the lawyer can control
and freely access.

Contemporaneous with or shortly after
identifying the key players and securing
their electronic documents, it is important to
meet with representatives from the client’s
information technology (“IT”) department
and obtain a detailed description of the IT
architecture in the relevant departments or
locations where the key players work. In these
sessions, counsel should probe the IT personnel
to learn and understand:

= how the client’s various systems actually
work and interact with each other
(not what the procedure manuals or
documentation say should happen);

= the circumstances in which systems
alter or delete data (including the ability
of particular classes of users to alter or
delete data)

the client’s existing document retention/
destruction policies for electronic
documents;

the regular backup schedules for various
systems;

the type of backup media used and their
capacity;

the ways in which data is segregated
for backup purposes (e.g., does a
particular user’s data always reside on
the same server and get backed up to
an identifiable tape or is data randomly
load-balanced between servers and
back-up tapes are used sequentially
until they fill up);

< the tools or databases available to IT to
search or restore backup media;

= any regulatory obligations the client
may have to preserve electronic data;
and

= theprocessesorsystemsindatabasesand
applications that could automatically
alter or erase relevant data (e.g., the
invoice que gets purged every Tuesday
at2am.).

This level of understanding is sometimes best
developed by examining or even creating
a topographical “map” of the systems and
networks involved.

After learning about the operation of the
relevant systems, it is then often helpful for in-
house or outside counsel to actually meet with
the individual IT employees who perform
backups and system maintenance. This gives
the lawyer: (i) a contact “on the ground”
in the IT department; (ii) an opportunity to
personally communicate the importance of
document preservation; and (iii) a chance to
answer questions the IT employees may have.
It also allows the lawyer to judge the credibility
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of the IT personnel if they ever have to testify
in a sanctions hearing.

If time and costs permit, a lawyer should
also spend some time with any of the client’s
applications that he or she does not use on a
regular basis. This direct interaction with the
application can often enhance the lawyer’s
understanding of potential preservation
problems and will assist the lawyer if he or
she is ever called on to defend the preservation
effort in a sanctions hearing.

Finally, both in-house and outside counsel
need to identify and rein in any “rogue” IT
practices. For example, particular company
departments or locations may install their own,
unauthorized servers (because it is a hassle
to get new systems approved and officially
supported by IT management), perform their
own unauthorized back-ups, or store back-
up tapes in undisclosed locations (the typical
example is a manager’s desk drawer or an
undisclosed file cabinet). These “rogue” IT
systems can pose a substantial problem if
they contain relevant information and that
information is not preserved or the client or
lawyer makes definitive statements about
locating and producing all relevant documents
only to discover 800 new backup tapes that
were never searched.

VI. What Should My Litigation Hold
Notice Look Like?

There are some simple rules for effective
litigation hold notices:

1. The litigation hold notice should come
from someone who is recognizable
to and respected by the receiving
employees. In other words, they should
understand that non-compliance is not
an option.

2. The litigation hold notice should stress
theimportanceofdocumentpreservation

and the potential consequences to the
company and individual for failure to
comply.

The litigation hold notice should
encourage questions and provide
contact information for a lawyer who
can quickly respond to any questions.

The litigation hold notice should make
it clear that document preservation and
collection must start immediately.

The litigation hold notice should make
it clear that document preservation is an
ongoing responsibility, and it applies to
subsequently created documents.

The litigation hold notice can limit the
time period for responsive documents
but only if you are sure that no
documents before or after that date will
ever become relevant.

The litigation hold notice should clearly
state where and to whom preserved
documents should be sent.

If metadata is important, the litigation
hold notice should direct employees to
seek assistance from a designated IT
employee in copying their electronic
files.

The litigation hold notice should be
drafted in plain English and should
not read like a discovery request
when describing the documents to be
preserved. For example, it should say
this:
You must collect and preserve all
documents about Joe Smith’s job
performance and any disciplinary
actions taken against him.

NOT THIS

You are hereby required to collect
and preserve any and all documents
that relate in any way, in whole or in
part, to an evaluation of Joe Smith’s
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performance of his assigned job tasks
and any and all documents that relate
in any way to any disciplinary or other
adverse employment action that may
have been contemplated or actually
taken against Joe Smith at any time.

10. The litigation hold notice should not
leave much discretion to the recipient in
identifying documents to be preserved.
For example, it should say this:

All  documents regarding sales
commissions paid to Wild West
Wireless from January 1, 2002 to
December 31, 2004.

NOT THIS

All  documents relevant to the
litigation between Wild West Wireless
and Company.

11. When in doubt, be over-inclusive in
listing the documents to be preserved.

VII. Who Should Receive the Litiga-
tion Hold Notice?

The recipients will typically depend on the
size and scope of the pending or potential
litigation.  Obviously, key players should
receive acopy. Ifthe litigation involves or could
involve an entire department, function, or
location within the company, it may be best to
distribute the hold notice to all the key players,
other employees the key players identify as
possibly having relevant documents, the key
players’ direct reports and supervisors, and
the IT personnel responsible for supporting
the department, function, or location at issue.
Lawyers must be careful to identify any third
party vendors that provide IT services to the
client and to make sure that the appropriate
employees at each third party vendor receive
a copy of the litigation hold notice and any
follow-up notices.

VIIl. What Do | Do After the Litiga-
tion Hold Goes Out?

Shortly after the litigation hold notice
goes out, it is often helpful for in-house or
outside counsel to follow up with a few of
the recipients to see if they understood the
litigation hold notice, the documents to be
preserved, the importance of preservation, and
the logistics for preserving copies or backup
media. The follow-up group should include
any employees who are typically “too busy”
or “too important” to deal with administrative
matters. In those instances, where the conduct
or integrity of a particular employee may be
at issue in the litigation, it may be preferable
for in-house or outside counsel to review and
collect the employee’s documents instead of
leaving that task to the employee.

In addition, in-house and outside counsel
should get a sense for turnover in the relevant
department and among IT personnel in order
to determine how often the litigation hold
notice should be re-distributed.

Finally, in-house or outside counsel should
promptly review and index any documents
that are collected and forwarded to see if any
employees have failed to respond or if certain
categories of materials are obviously missing.

IX. What Do | Do with Electronic
Documents Once | Have Located
or Collected Them?

Electronic documents typically include some
form of “metadata” that is not necessarily
viewable to the user but can be retrieved
from the electronic document. This metadata
reflects things like the identity of the person
who created the document, the date the
document was created, altered or last
printed, the amount of time spent editing the
document, or the location of the file on the
company’s computers. This metadata can be
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altered if an electronic document is not copied
correctly. Therefore, the first rule of preserving
electronic documents is “do no harm” (i.e.,
change no metadata). Typically, it is best if
you do not open an original of an electronic
documentor save it if you have already opened
it. Experienced IT professionals can use tools
to make an exact copy of the document that
preserves the metadata. You are then free to
work with and review a copy.

In addition, after receiving electronic
documents it is important to locate a secure
place where the documents or media can be
stored and will not be lost or altered. You
should also maintain a careful index of any
electronic documents you receive that records
the date you received the electronic document,
the custodian of the document, and the original
media on which it was received.

X.  What Do | Do When | Face Sanc-
tions Over Electronic Docu-
ments?

There are a couple of recurring themes in
those cases where sanctions were imposed
over electronic discovery. First, the party
being sanctioned was typically given at least
one prior chance to “get it right.” And second,
the party being sanctioned, either through
negligence or design, misstated the extent of its
efforts to locate relevant electronic documents
or the completeness of its production.

In order to avoid these situations, there are
a few important rules. First, never state in
unconditional terms that you have located all
relevant electronic documents and produced
them. Murphy’s law applies and, as soon
as that statement is made, backup tapes will
be located in a long forgotten file cabinet or
a concerned IT employee will double check
the accuracy of his or her prior certifications
and recant. Instead, simply state in open and
frank terms the steps you and your client took

to collect and produce electronic documents.
Second, make sure you understand the systems
or processes atissue so that you canidentify any
weaknesses in your client’s preservation efforts
and avoid any inadvertent misstatements by
company employees about those efforts or
the company’s production. And third, make
sure you are comfortable with the key players
or IT personnel who are defending the client’s
preservation or production efforts. Their
credibility could be outcome determinative.

Xl. As an In-House Lawyer, What
Proactive Steps Can | Take Re-
garding Document Preserva-
tion?

There are several steps that corporations can
take ahead of time to facilitate document
preservation infuture cases. Firstand foremost,
corporations can regularly review and adjust
their document retention and destruction
policies to accommodate changes in the
corporation’s IT systems and the evolving law
regarding electronic document preservation
and production. Second, corporations can
conduct training sessions for their IT personnel
on electronic document preservation and
production obligations. Thesesessionscanalert
and sensitize IT personnel to their preservation
obligations and the steps actually required
to implement a litigation hold or retrieve
electronic documents (including back-ups).
Third, corporations can appoint one or more
permanent electronic document preservation
“point persons.” ldeally, the corporation
will appoint an in-house lawyer, an in-house
paralegal, and an IT employee to fill this role.
These designated individuals can build a body
of mutual experience handling litigation holds
and electronic document production and will
hopefully construct a useful and permanent
line of communication between the legal
department and IT. Fourth, corporations can
and probably should develop formal systems
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that scrupulously track and document their
electronic document preservation efforts.
These systems can assist the client in defending
its preservation efforts and provide the
corporation’s electronic document retention
“point persons” with a top down view of what
holds are currently in place and the employees
or systems subject to the holds. And fifth,
corporations should keep up to date on the
latest electronic discovery tools developed and
offered by vendors. This can avoid situations
where in-house or outside counsel make
arguments regarding the burden in producing
electronic documents or the accessibility of
electronic information and learn for the first
time from opposing counsel in a motion to
compel hearing that a cost effective tool could
render the electronic document accessible or
easy to produce.

XIl. The Proposed Amendments to
the Federal Rules of Civil Proce-
dure Will Save Me From All this,
Right?

Probably not. The proposed amendment to
Federal Rule of Civil Procedure 37(f) provides
a safe harbor from sanctions in those instances
where electronic information is lost as a
result of a routine operation of an electronic
information system — so long as the operation
isin “good faith.” The contours of “good faith”
under the proposed amendment, however,
have not been fleshed out, and it is unclear
whether this safe harbor lessens any of the
requirements outlined in Zubulake and other
recent decisions. For example, the report from
the Judicial Conference’s Committee on Rules
of Practice and Procedure notes that:

Depending on the circumstances, good
faith may require that a party intervene to
modify or suspend certain features of the

routine operation of a computer system
to prevent the loss of information, if that
information is subject to a preservation
obligation . . . .If a party is under a duty to
preserve information because of pending
or reasonably anticipated litigation, such
intervention in the routine operation of an
informational system is one aspect of what
is often called a ‘litigation hold."®

In addition, federal courts are empowered to
impose sanctions both under Federal Rule of
Civil Procedure 37 and as a function of their
inherent powers.’ The proposed amendment
to Federal Rule of Civil Procedure provides no
shelter from sanctions imposed by a federal
court pursuant to its inherent powers.

XI11. Conclusion

The gravity of the sanctions in Mosaid
Technologies, Zubulake, and Morgan Stanley and
the rigorous standards applied to electronic
documents in those cases make it clear that
lawyers and their clients face substantial risks
if they do not actively supervise electronic
document preservation efforts. In particular,
lawyers and clients should take early and
aggressive steps to identify the key players
in the litigation, issue an understandable and
comprehensive litigation hold notice, secure
all non-duplicative copies of the key players’
relevant electronic documents, and follow-up
on that litigation hold throughout the course
of the litigation. Although the task can be
daunting, time consuming, and, at times, bear
no rational relationship to the relative value
of the electronic information at issue, taking
a proactive and common sense approach to
these issues can save the lawyer and the client
from trouble down the road.

18. Summary of the Report of the Judicial Conference Committee on Rules of Practice and Procedure, September 2005, at p. 34-35 (the

relevant excerpt is attached as Appendix C).
19. Zubulake IV, 220 F.R.D. at 216.
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